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Purpose 

Following questions from a number of schools, this briefing note is designed to clarify the 
position between schools and Barnet Council for GDPR compliance, highlight key areas 
likely to need work, and signpost to guidance and support. 

Overview 

The General Data Protection Regulation (GDPR) replaces the Data Protection Act 1998 
(DPA). This is the biggest change in Data Protection law in 20 years and comes into effect 
on 25 May 2018, at which point all organisations should be fully GDPR compliant. 

The GDPR emphasises accountability and individuals’ rights. Organisations must take action 
as current practices will not meet new legislation. 

Legislation and Guidance 

GDPR will happen regardless of Brexit and the UK is currently working on the Data 
Protection Bill with the aim to create a new Act in 2018, which will include all aspects of the 
GDPR as well as cover derogations (areas where GDPR allows EU Member states to make 
their own choices). 

The Article 29 Working Party includes representatives from the data protection authorities of 
each EU member state. It adopts guidelines for complying with the requirements of the 
GDPR and continues to work on guidance and consult with authorities across the EU. 

The Information Commissioner’s Office (ICO) is the UK supervisory authority for data 
protection. The ICO has large amounts of guidance on its website and continues to produce 
guidance. 

Data Controller Status 

A school is a data controller and solely responsible for ensuring that it complies with data 
protection law including GDPR. This is true of all schools, including maintained schools, as 
schools are considered ‘public bodies’ in their own right.  

Compliance 

GDPR is not about one policy or one IT system to achieve compliance. Culture, 
accountability, transparency of actions, training, policies and respect for the rights of 
individuals are all key areas of work.  

If schools are compliant with the DPA then they are well on their way to being compliant with 
GDPR.  

The ICO has guidance on its website for organisations on GDPR: 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/  
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The ICO also has a self-assessment tool that highlights the areas of work and allows 
organisations to see where they stand with their current practices vs GDPR requirements. 
We recommend schools undertake this assessment: 

https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-
assessment/getting-ready-for-the-gdpr/  

Schools may wish to seek their own legal advice as well. 

Training 

The ICO website should be the starting point for schools wanting to learn more about GDPR. 
Whilst there are many companies promoting GDPR specialties and training courses, schools 
should look to companies who have been working in the data protection arena for some time 
to ensure they are approaching a company with appropriate expertise.  

The council has previously used Act Now Training who offer webinars, a GDPR practitioner 
course (suitable for DPOs) and also bespoke training that a group of schools may wish to 
take advantage of and share the cost. We are aware that they have delivered schools-
specific training to groups of schools so have suitable materials available. 

PDP Training also offers GDPR and data protection training and practitioner courses. 

Be aware that the ICO has not designed or approved any certified training so no company 
should be offering ‘certified’ courses. 

Key Issues for Compliance 

Accountability – there are strong accountability obligations on data controllers to 
demonstrate compliance. Not just doing the right thing, but proving compliance with 
documentation, audit trails and a schedule of compliance and training. 

Biometric and Genetic Data – many schools use biometric data for school lunches for 
example and should note that the GDPR includes biometric and genetic data in the definition 
of special category data (sensitive personal data).  

Breach Notification – breaches that meet established criteria must be reported to the ICO 
within 72 hours. You must have a policy and procedures in place for handling incidents. Your 
employees and contractors need to recognise and comply with your procedures for reporting 
and investigating suspected incidents. 

Consent – consent must be clear, recorded and auditable. Consent should be ‘opt-in’. You 
must not force people to opt-out nor should you use pre-ticked boxes for consent. There 
must be a clear and evidenced route for withdrawing consent.  

You should only ask for consent where the individual has a right to remove consent. If they 
asked you to, would you stop processing their data? Asking for consent is not the same as 
being clear and transparent with people about what you are doing with their data.  

Contracts – new responsibilities are placed on data processors (contractors) but you still 
need to complete due diligence on your data processors. You must have written contracts in 
place and carry out regular contract monitoring. 

Data Protection Officer – all schools must appoint a DPO and make their details known to 
staff, parents and pupils. The DPO must have easy and regular access to senior 
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management (if they are not on the board) and have the authority to stop activities, and 
procure the resources they deem necessary to comply with data protection law. The DPO 
role has protections from dismissal. 

The appointed DPO must have oversight of all reports and decisions being made to ensure 
data protection is appropriately covered, much like legal oversight or equality checks. The 
DPO must make decisions objectively and cannot hold a post that has a conflict of interest 
with the responsibilities of the DPO (eg not the head teacher or chair of governors). 

Schools may choose to work together to appoint a DPO between them, appoint an individual 
themselves, or perhaps ask a legal firm to act as DPO and review and approve policies and 
procedures. The ICO has much guidance about what is required. The local authority is 
unable to act as DPO for a school. 

Policies – there should be clear policies for handling personal data, such as a data 
protection policy, SAR policy, password and security policy and incident management policy. 
The council publishes all its data protection and information management policies on its 
website: 

https://barnet.gov.uk/citizen-home/council-and-democracy/policy-and-
performance/information-management-policies.html 

The council is undertaking a full review and revision of IM policies to both assure compliance 
with GDPR and create a more user friendly structure. 

Privacy by Design – privacy must be considered at the outset of projects and process 
changes (eg within business cases). Data Protection Impact Assessments (also called 
Privacy Impact Assessments) will be mandatory for some projects and will affect 
procurement of service providers and new systems. A DPIA is a tool which can help 
organisations identify the most effective way to comply with their data protection obligations 
and meet individuals’ expectations of privacy. An effective DPIA will allow organisations to 
identify and fix problems at an early stage, reducing the associated costs and damage to 
reputation, which might otherwise occur. 

Privacy Notice - the privacy notice (sometimes called a Fair Processing Notice or FPN) may 
be one document or you may have different privacy notices for different types of data or data 
collection. You are likely to have at least one privacy notice on your website that contains 
details of the different types of processing you undertake and details of an individual’s rights. 
A particular type of work may need its own privacy notice due to the complexities of the 
work, or you may have a verbal privacy notice or one designed to be more easily understood 
by those who have disability, impairment or sensory loss or English as a second language. 

Record of Processing – you must hold a detailed record of all processing of personal data 
undertaken, which is updated regularly by those who know the processes. Production of a 
Record of Processing Activity (ROPA) may require a data mapping exercise so you know 
what you hold, why, and what you do with it. 

Subject Access Requests (SARs) – the £10 fee is removed with a reduction in time limit 
from 40 calendar days to ‘one month’ (30 calendar days). An extension of up to two months 
is available for complex or numerous requests. Schools must have clear processes for how 
someone can make a Subject Access Request and for handling SARs in a timely fashion.



LBB Schools GDPR Briefing – January 2018 
 

Checklist 

The ICO has a comprehensive checklist as part of a self-assessment tool: 

https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-
assessment/getting-ready-for-the-gdpr/  

Checklist of areas likely to need work for GDPR compliance: 

o Accountability - Do you have auditable proof that you are complying with GDPR eg signed 
consent forms? Do you regularly undertake checks for compliance? 

 
o Breach Notification - Do you have a procedure in place that will allow you to report to the ICO 

within the 72hour deadline? Do your employees know it? 

 
o Consent - Review where you ask for consents to make sure they are appropriate and recent. 

 
o Contracts - Do you have written contracts in place with your data processors? Do contract clauses 

cover GDPR? Do you have processes in place for doing your due diligence prior to letting a contract 
and during the term of the contract? 
 

o Data Protection Officer  
Have you appointed a DPO who is appropriately trained and understands their role and 
responsibilities? Are your staff, governors and parents aware of the DPO and how to contact them? 

 
o Mobile working / transportation of personal data 

Do you have policies and procedures to protect personal data outside the school? 

 
o Policies 

Have you reviewed and revised your policies? 

 
o Privacy by Design  

Do you have processes in place to consider privacy before the start of any project or process 
change? 

 
o Privacy Notice 

Is your privacy notice clear about all processing of personal data undertaken? Do your forms (paper 
and electronic) tell people about why you are collecting personal data, what you will do with it and 
who you intend to share it with (eg with LBB for schools census)? 

 
o Record of Processing Activities (ROPA) – Have you produced a ROPA showing all the 

activities you undertake using personal data?  
 

o Security of electronic data – Are you confident your electronic data is secure eg encryption, 
password protocols, cloud storage? 
 

o Subject Access Requests (SARs) – Do you have a process in place that tells people how to 
access their personal data? Are you ready for the shorter deadline? Are you aware of the enhanced 
Data Subject Rights within the GDPR?  
 

o Training - Have you trained all your staff (including catering and facilities) recently so that they 
understand their responsibilities for processing personal data? Do you have an ongoing training plan 
in place? 


